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“I am concerned with how we, as cryptographers and computer scientists, act in
aggregate. Our collective behavior embodies values—and the institutions — and
the COMMUNITIES — we create do, t00.” [r]

« Our ethucs determine our choicas

» With great power comes great responsibility

1) (Do artefacts have politics) By "politics," | mean arrangements / relative distribution of power and authority AND
PRIVILEGE in human associations AND IN THE COMMUNITY

2) We are always making a choice; every decision determines the final outcome, AND at the same time reveals our VALUES, our
BIASES, our Ethical position

=> “developing an ethically driven vision for what you want to accomplish with your (scientific) work.”

3) We, as technologists, as engineers, as hackers, used to be considered outsiders, on the margins of the society, but with the
increase of the importance of the Internet, we have gained considerable power.

“persons who have the skills and knowledge to technically alter the environment or collect data from users can be considered to
be relatively more powerful than the average Internet user. “ [ENSR]
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technology is NOT politically neutral!
[r] just because you don’t take an interest in politics, doesn’t mean politics won’t take an interest in you.
“Tor, Technocracy, Democracy”: http://www.uncomputing.org/?p=1647

“Technocracy is a term used by political scientists and technology scholars to describe the view that political problems have technological solutions, and that those technological solutions constitute a
kind of politics that transcends what are wrongly characterized as “traditional” left-right politics.”

“Rather than a staff composed entirely of technologists, any project with the potential to intercede so directly in so many vital areas of human conduct should be staffed by at least as many with political
and legal expertise as it is by technologists. It should be able to articulate its benefits and drawbacks fully in the operational political language of the countries in which it operates. It should be able to
acknowledge that an actual foundation of democratic polities is the need to make accommodations and compromises between people whose political convictions will differ. It needs to make clear that it
is a political project, and that like all political projects, it exists subject to the will of the citizenry, to whom it reports, and which can decide whether or not the project should continue. Otherwise, it
disparages the very democratic ground on which many of its promoters claim to operate.”

(wrong) characterization of law or politics (by techies): these are trivial matters not even up for debate...

[art] By "politics," | mean arrangements / relative distribution of power and authority AND PRIVILEGE in human associations AND IN THE COMMUNITY; in two ways:
the uses of technologies, intended or unintended, embody a systematic social inequality, contains explicit or implicit political purposes

or

“ongoing social process in which scientific knowledge, technological invention, and corporate profit reinforce each other in deeply entrenched patterns that bear the unmistakable stamp of political and
economic power. ¢



Why this talk?
| used to have a dream - a dream where science, engineering, programming, Internet and hacking would make the world a better place
Now, after 20 years of working with these technologies, | am afraid that these are actually destroying the world.

my utopian dream i-> THE LARGE BRIGHT SIDE OF THIS DIAGRAM - is becoming more and more like a dystopian nightmare -> THE LARGE DARK
SIDE OF THE DIAGRAM and | am wondering - where did it go wrong?

This is why | started studying ETHICS -, and started QUESTIONING - which are the underlying assumptions, VALUES, biases, that has brought us into
this situation - they are AT THE AGES, on the BORDERS between these two sides, on the GREY AREAS.

Grey-area = ETHICS! Values! Moral judgement! Reasons behind the choices we make! Unconscious biases; Points of View;

Yang = White = Positive = Techno-optimism = Utopia
“Bright, dry, clear, strong, firm, active, aggressive, lineal, progressive, creative, expanding, advancing, and hot.”

&
Ethics in
Science & Technology

| will do this talk in 3 parts:
- introduction to current ethics of science & technology, and a problem-statement

- example of RIPE Atlas - how did we address these dilemmas

- how to go forward, what are the possible ways of acting in the world, so that we play our
part in the symphony of life
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Techno-optimism: “the "biggest and best" that science

and industry made available were the best guarantees of democracy, freedom, and social justice. The factory system,
automobile, telephone, radio, television, the space program, (fertilizers, pesticides) and of course nuclear power itself
have all at one time or another been described as democratizing, liberating forces. “ [art]

“Technological optimists believe that technology makes life better. According to this view, we live longer, have more
freedom, enjoy more leisure. Technology enriches us with artifacts, knowledge, and potential. Coupled with capitalism,
technology has become this extraordinary tool for human development. At this point, it is central to mankind’s mission.
While technology does bring some unintended consequences, innovation itself will see us through.” [r]

DANGEROUS, because

- “unbridled technological optimism undermines the basic need for social responsibility.”

« they do not see their own bias

» they do not see any need for ethics, because everything they do is by definition “good” because “technology *is*

Techno-pessimists:

e dangers of nuclear attacks or accidents

e extinction of insects, animals and humans

* medical experiments of animals and humans

Photo credits:

Classical Sciences Ethical Dilemmas :x

* Medical sclences

cdear bomb & enargy ! RusselEinsien Manifesio

« Erwironmental sciences

staem Spnng  anmal nghts

https://en.wikipedia.org/wiki/Nuclear ethics

https://en.wikipedia.org/wiki/Engineering_ethics
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Modern Sciences Ethical Dilemmas http://ethics.calpoly.edu/nanoethics/bad.html
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* Human Rights in Internet Protacols

11 computer science created the technologies that underlie our communications infrastructure, and that are now turning it into an
apparatus for surveillance and control;

Images:

https://en.wikipedia.org/wiki/IBM_and_the_Holocaust#/media/File:IBM_and_the_Holocaust_(cover).jpg
By Source, Fair use, https://en.wikipedia.org/w/index.php?curid=26970588

https://en.wikipedia.org/wiki/National_Reconnaissance_Office#/media/File:Nrol-39.jpg
By National Reconaissance Office, US Government - Custom scan of patch, Public Domain, https://commons.wikimedia.org/w/
. —

https://commons.wikimedia.org/wiki/File:Edward_Snowden_%22Xilograf%C3%ADa%22.jpg
By Felipe Crespo (Own work) [CC BY 3.0 (http://creativecommons.org/licenses/by/3.0)], via Wikimedia Commons

1 2 . “Every practice, whether technical or artistic, has a history and a culture, and you can’t understand the tools without understanding the culture and vice versa. Computer
programming is no different.”

Programming is Political G4

- Re-examine our Biases , assumptions, attitudes, values => ETHICS

* Language Is pOlltvC&l

(I am part of) Hackers Culture -> Free Source -> Open Source

* (I became aware of the) Critique of Hackers Culture -> Tech INDUSTRY
(

» Artefacts are political [art]
of ...Recognising flaws, becoming disillusioned -> growing up, becoming mature)

The Poltics of Transcription |

*  “the values embedded in our tools end up being expressed in the artifacts that we make with them.”

*  (see also: Do Artefacts have politics?)

Code Is Politics [f‘i.’JvhJ . “progr'amming isan extension. of Western logical positivism,” . . . ) ) )

- “Bias in computer systems exists because every computer program is by necessity written from a particular point of view”

*  “The world (the reality), which consists of analog phenomena infinite, (variable, mysterious) and unknowable, is reduced to the repeatable and the discrete.” (so we can analyse it
and reason about it)

* The Personal 138 political + “That interpretive choices are always made in the act of transcription that reflect the biases, the attitudes, and the needs of the transcriber”

Crypto 15 political [r]

[r] (paraphrase) “cryptography/PROGRAMMING / ENGINEERING can influence power relations.

| suspect that many of you see no real connection between social, political, and ethical values and what you work on.” -> | want to show you that your work HAS POLITICAL




13 https://backchannel.com/the-end-of-the-internet-dream-ba060b17da61#.t4cidyhio
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commumcatlon X Which technology...
- Drowsers - s .
- h e t\,‘\/ O r k l n eNgNes “Internet as socio-technical system
— \\\\; - The Internet has become an important backbone and central nervous system for many diverging parts of society, commerce, culture, and government. Therefore, the
O c‘.‘.t‘nh.. e 1(90,-5 Internet needs to be considered not as merely a technical system, but as a sociotechnical system, in which humans and technical artefacts interact in a complex and
" dynamic information environment.
v 3 ANy . ) ) . . . . . . .
e‘ ma‘ This system is technically designed and mediated by a relatively homogeneous group (technical, highly educated, male, Caucasian, from economically developed
- § ' l S e rs[ ¢ L U - countries), where design decisions likely embody the ethic (and biases) of these groups.
O Dnncn S . . . . ) . .
rv |,(.m. It is unlikely that the group responsible for the technical design, subsequent experimentation, and maintenance of the Internet fully understand the relevant social
vt (f) -\ov se I Ces norms, social rules (e.g. laws and regulation), political contexts and its sensitivities of the diverse Internet user base.”
PR h social
“. mta?lggeqnoell(\)tgy ol => solution: ASK QUESTIONS!!!
basic ===
14 scientists and engineers have an obligation to select work that promotes the social good (a positive right), or, at the very least, to refrain from work that damages
. . mankind or the environment (a negative right).10 The obligation stems from three basic truths: that the work of scientists and engineers transforms society; that this
ThOOI’y O' Practl cal EtthS - transformation can be for the better or for the worse; and that what we do is arcane enough that we bring an essential perspective to public discourse. [r]
* Consequentialism Computer Ethics:
<HilanEm [ensr] In transitioning from industrial to information economies, computing technologies have come to pervade most aspects of personal, organizational and
Act Consaquentiaiism ) Rude Consequantals social life.
* Deontology This development led to a steadily growing IMPORTANCE of the ethics of computing technologies.
* Virtue Ethics ("telos”) computing technology encourages innovative uses OF technical artefacts, which IS FASTER THEN the development of laws designed to govern it, creating
0 iplisn governance vacuums.
¢ Frnc sm
espoct for atonon . baneSoance, non-maleficence. justice Because of these emerging uses of computing, there are increasingly blurred lines between computer ethics and medical ethics, technology ethics or environmental
. . S ethics.
» Pluralam and casul stry && it raises new ethical questions related to issues such as privacy, surveillance, autonomy or ownership.
broad range of fields including, philosophy, law and social sciences; cryptography,
15 “Internet as socio-technical system

Measurements Ethics Y
* Internet as soco-technical S'_-'S'.(:f"?

» Responsibilities resulting from power imbalances

‘,leamngr.. informed consent

elghing nsks, benefits and values for an ethical

* Status of easlly accessible data

» Not condoning potentially unethical research

The Internet has become an important backbone and central nervous system for many diverging parts of society, commerce, culture, and government. Therefore, the
Internet needs to be considered not as merely a technical system, but as a sociotechnical system, in which humans and technical artefacts interact in a complex and
dynamic information environment.

This system is technically designed and mediated by a relatively homogeneous group (technical, highly educated, male, Caucasian, from economically developed
countries), where design decisions likely embody the ethic of these groups.

It is unlikely that the group responsible for the technical design, subsequent experimentation, and maintenance of the Internet fully understand the relevant social
norms, social rules (e.g. laws and regulation), political contexts and its sensitivities of the diverse Internet user base.

“persons who have the skills and knowledge to technically alter the environment or collect data from users can be considered to be relatively more powerful than the
average Internet user. “
IT IS NOT ENOUGH TO APPLY “VIRTUE ETHICS” (claim that, if you are a good person, that should be enough to satisfy the Users)

Responsible researchers have many more duties, such as
* toinform their data subjects and users about the risks and benefits of a system. - - AND TO



e e 16 http://networkedsystemsethics.net/index.php?title=File:IRM.png
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17 Photo: https://www.flickr.com/photos/adulau/8442476626

[u] “The symbol which Trickster embodies is not a static one. It contains within itself the promise of differentiation, the promise of god and man. For this reason every generation
occupies itself with interpreting Trickster anew. No generation understands him fully but no generation can do without him...for he represents not only the undifferentiated and distant
past, but likewise the undifferentiated present within every individual.... If we laugh at him, he grins at us. What happens to him happens to us.”

[groente] “The hacker's playful curiosity and desire to express creativity within the computer-imposed framework of formal logic transcends code into poetry. The rational, objective
understanding of software development through the methods and mechanisms of computer science are replaced by the subjective interpretations of what has been revealed in the
process of creation.”

It has a sense of ambiguity to it that comes with exploring the unknown rather then forcing it into predetermined structures. It sets a path of self-determination in the finding of Truth
through the application and development of technology.

erybody needs a hacker

“Note that this potential does not make hacking an instant recipe for liberation or revolution.

There is a dialectic link between hacking and the modern scientific approach to technology. On the one hand, as scientific and technological progress creates more complex devices
and software, the hacker gets more to play with, more to explore and subvert. On the other hand, the moment a hack is discovered, it is subject to being enframed, either by 'fixing'
the bug from which it was spawn or by incorporating the technique into the normative engineering practices

18 There are multiple sources & versions:
Hackers Ethics X
Wikipedia: Sharing, Openness, Hands-On Imperative, Community and collaboration: https://en.wikipedia.org/wiki/Hacker_ethic

LC‘V}"S Hacker Etth Peka Himanen: passion, creativity, tribe
https://en.wikipedia.org/wiki/The_Hacker_Ethic_and_the_Spirit_of_the_Information_Age

Steven Levy : https://en.wikipedia.org/wiki/Hackers:_Heroes_of_the_Computer_Revolution

« Mach 1 b Judaed by thewr hacking « Access to computers should be unlimited and total.

‘ - + All information should be free

°V ’ 1 ety ” * Mistrust authority —promote decentralization

* Co ) . g — » Hackers should be judged by their hacking, not criteria such as degrees, age, race, sex, or position
* You can create art and beauty on a computer

«  Computers can change your life for the better
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RIPE NCC, RIPE Atlas,
Ethics in Measurements

19

The Internet Registry System

larna
RIPE NCC

20

This is how the Internet Registry system is distributed over the whole world.

IANA is the central Internet number resource repository from which each RIR gets
its resources.

Some RIRs also have NIRs (National Internet Registry). NIRs are organisations that
provide registry services in line with the RIR to meet particular geographical needs,
like JPNIC in Japan or NIC Brazil in Brazil.

The world map shows the service region of each RIR.

Regional Internet Registries X
* Five RIRs worldwide

wpanisatiors

mbars ) Qs
wmbe i ‘

21

The RIPE NCC is one of the five Regional Internet Registries that provide services to
the Internet community around the world.

The five RIRs have the same characteristics:

e not-for-profit organisations: they are not out to make money, only to keep the
Internet running

e they are funded by the members, who pay a fee
e they operate based on policies made by the communities from each region
e the five RIRs adhere to the same principles:
e Neutral & Impartial: they do not recommend or favour anybody
e Open & Transparent: all RIPE NCC activities and services are openly defined,
discussed and evaluated by RIPE NCC members and the RIPE community



o 22 The IPv6 address space distribution is done in the same way as with IPv4, only the
IPv6 Addresses Distribution block sizes are very different.
“ IANA Only one 8th of the whole IPv6 space is in use at this moment.
| The other 7/8ths are reserved for “future use”, like when we finally colonise Mars.
- The RIPE NCC gets a /12 from the IANA.
I This /12 is further chopped into allocations that are /32 or larger.
w For the Pl assignments, the minimum size is /48.
Ln
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Most Popular RIPE Atlas Features  .x.

Six types of measurements: ping, traceroute,
DNS, SSUTLS, NTP and HTTP (to anchors)

* APls to start measurements and get results

« Powerful and informative visualisations

« CLI tools

* Streaming data for real-time results

» New: “Time Travel”, LatencyMON, DomainMON

* Roadmap shows what's completed and coming

25

. 26

Measurements Platforms Comparison .x
Pattorm Pwaitanay Conmruge L N e P Mas e
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Hewdan [ 1] Lo~ 1o W Lo I torvme anayrin
OponiNen 114] Low Mechan Mg Imerforvace anayvin

Tabie 1 Comperison Sorwmon sovared popwier SAhering analywn plaformm
* "Global Network Interferance Detaction over
the RIPE Atlas Network” (FOCI14)
27 no passive measurements: we do not observe any user traffic;

Ethics built into design of RIPE Atlas :x

* Active measurements f)l‘lly
NO passve maasuraments

probas do not cbhsarve usaer traffc
* Data, API, source code, tools: free and open

+ Kept set of measurements very limited, in
order to prevent placing hosts In danger

no “application layer” measurements;

making the data open and publicly available for everyone to analyse;

making participation easy and the “barrier to entry” as low as possible;

making the devices inaccessible to 3rd parties, so as to protect hosts;

keeping the set of measurements very limited, in order to prevent endangering hosts;

deliberately not making the goal of the measurements platform one of detecting censorship, malicious

blocking of Internet traffic, or other interference - in order to not put probe hosts in danger of oppressive political regimes - while
accepting that some conclusions of those activities can be made based on the analysis of RIPE Atlas measurements data;

all of our APIs are open and public, documented and available;
all the code produced at our hackathons is released on GitHub with FLOSS licenses.



28

29 releasing the code in 2013.
* 2013: Opening-up source code Another example is: every time they “hacked” a probe, they followed “responsible disclosure” security
i procedures, and informed us first, so that we can fix the bugs before they become public.
. ' ‘ When we were moving from prototype towards production service, we held a discussion with the
) ::dl:dL“l(l:»: ng “nan-public” measurements community and came up with “Terms and Conditions” that respect the privacy of hosts, and which clarify
expectations and responsibilities between us. All hosts need to agree to them before becoming part of the
system:
* 2015: Not allowing HTTP measurements to Q: What are some of the most interesting moral dilemmas you have encountered while building or using
rancom 13“'_4&(5 RIPE Atlas?
In short: HTTP measurements. | will cover these in more detail in the talk, but for the impatient, they are
» 2016: Security audit covered in these RIPE Labs articles: HTTP measurements with RIPE Atlas and Ethics of RIPE Atlas
measurements.
30
Hackers involvement X
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Probes at hackerspaces

31
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+ Students and researchers:

Prasent your Intemet-related research at RIPE Meatings
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* Publish your research or use case
* Reach out to RIPE Community

» Read about latest analysis or conferences

* [abs npe net

34

&

Beyond Hackers Ethics,
Beyond Techno-Optimism

35

36



H a C k er EHCH'GQ u e St | O n S 37 http://opentranscripts.org/transcript/programming-forgetting-new-hacker-ethic/

* “what you can do is recognize and be explicit about your own point of view and the assumptions that you bring to the
A0 M- 0rwmge Anes- sivon il Do wrdering and Jobst- WHo Gets 10 use what | situation.”

e - NOTICE, be aware, recognise, LEARN MORE ABOUT IT, from other disciplines!

odesdh » what | want to do is | want to foster a technology culture in which a high value is placed on understanding and being
 partioutar explicit about your biases about what you’re leaving out, so that computers are used to bring out the richness of the
N world instead of forcibly overwriting it.

Mesdnmd pArawdy  ORCITEED O » oy |
DCINg Tvough what "o hat 20 OF SUDDO 00 | oty on? Mow
085 WhHat | make SUROON other peopie? QUESTION EVERYTHING!!
5 SR ) DO SO pOxD Lry Wit Piara) (o DON s CrROrd Sasi &%
N ) A« ieletrs. WHa! b Of O Wty B | assuming? What
e D rouch what | Mahe? How 656 1y Own DACNAl vakus [groente]

Hacking needs to be disruptive so we may create a more wide-spread understanding of technology that goes

38 http://networkedsystemsethics.net/

Networked Systems Ethics Questions

+ Conaxt: Ul you describe e cortext witin which del e « . L .
T weE e dhaere B ssrRE nER I R R e Through a set of targeted questions, guidelines should make engineers

or aM0cic), of CRONCMONa Sro Moasres”?

o Alra: What a0 the s and bty of e project? * aware of divergences in social contexts, as well as

> Gemalite: Why a7 B banafis good for shsheholders? + acknowledge their own shortcomings in the knowledge of given contexts,

« Purposs limitation: Can ™he scopo of data colecton ba imand whist sl i . .

« Politice and Power: A% paticiler stakshoiders empowernd or BSempow * in order to entice them to gain more relevant local knowledge to adequately assess the expected
« Risk of Marm: Could e collection of the data in this study be reasonably impact in potential target regions.”

1 Aty POrsOn's wad Doy ?
o Law: Which bodes of law arg Maoly 10 Do appicabia 10 the 0peranon of thl
« Valuos: Which values will he progct conteivalle impect?
o Burdens: Who Carrias thi Burden of M o mpacted vidues, and how”
« Tochnology Ethes: Can e hams and impgacied vaues De Ya0ed 10 parn|
e project’

r 4 Ponss Mo e remint sodaebolb: sl & A~ PPy

Question Everything! ' 39
lfechnological advances are usefully cornsidered
not only from the lens of
how they work
but also
why they came o be as they dd
whom they help, and

whom they harm.” |r)




40 http://feministinternet.net
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41 Green, Anarchist, Buddhist, Permaculture, Hippie Ethics & Principles
“certain devices and systems are almost invariably linked to specific ways of organizing power and authority.
? the properties of large-scale systems require centralized, hierarchical managerial control?
The important question is: Does this derive from an unavoidable social response to intractable proper
ties in the things themselves, or is it instead a pattern imposed independently by a governing body, ruling class,
or some other social or cultural institution to
further its own purposes?
42

Ethics of Nonviolence X
* nonviolent resistance philosophy of Gandh
» Martin Luther King Jr

went Communication, Marshal




43 [r] ubiquitous surveillance is incompatible with freedom, democracy, and human rights
Mobile phone as a tracking, spying device?! -y
St [art] In our times people are often willing to make drastic changes in the way they live to accord with technological innovation at the same time they would resist similar
kinds of changes justified on political grounds.
QD+ e ————— o —— -
If for no other reason than that, it is important for us to achieve a clearer view of these matters than has been our habit so far.
Activists & civil-libertarians:
https://ssd.eff.org/en/module/problem-mobile-phones
Conspiracy-theorists & preppers:
http://endoftheamericandream.com/archives/cell-phones-are-tracking-devices-that-governments-police-big-corporations-and-stalkers-can-use-to-easily-track-your-movements
a It is characteristic of societies based on large, complex technological systems, however, that moral reasons other than those of practical necessity appear increasingly obsolete,
“idealistic," and irrelevant. Whatever claims one
may wish to make on behalf of liberty, justice, or equality can be immediately neutralized when confronted with arguments to the effect: “that’s no way to run a railroad (or a
communications system)”
The Problem with Mobile Phones
“the need to maintain crucial technological systems as smoothly working entities have tended to eclipse other sorts of moral and political reasoning .. (even) involving the sacrifice of
civili liberties... “
Mobile phone as a tracking, spying device?! -y
In our imes,
people are often willing to make drastic
changes Iin the way they live
1o accord with technological innovation;
at the same time
they would resist
siméar kands of changes
Justified on political grounds.’

Which brings me to the Internet, and my issues with it - the connection
between “Internet Industry” and free-market / neoliberal capitalism:
1) energy consumption
2) violent exploitation of environment & people
3) pollution

from the electronic-waste

as consequences of the energy production & use

from the transport needed for its operations (not the least flying
around the world of conference-goers ;-)



"Free software” Values

* ndwidual freedoms

0 use the SoMWare as you wis

to study the program and how it works (panssng s s«

code)
» at a collective level

the freedom 1o dstrbute exact cops of the progras
vOou can halp your maightor ; and

tha freedom 1o modiy the source code and dsvibule 1hase

modiied versions undar the same conditons

46 Internet was supposed to model the decentralisation, make communication & organising easier, bring
freedom, spread knowledge, end enable sharing of knowledge.
Instead, we have this: pyramid...
oppression & violence
- perpetuating status quo;
- exploitation & dominance of people who are contributing to its operations
- deepening of inequalities (economic, gender, racial, national);
- reinforces existing power structures, hierarchies & centralised systems (of patriarchy, racism,
economy, finance, industry, media, corporations, governments...)
- rich get richer: Sillicon Valey is a new Wall Street; Apple not paying tax; Google&Facebook being
richer then many countries
Internet be-came from the systems of oppression : neo-liberal capitalism, militarism, “science”, and industry;
based on exploitative myths of growth and progress,
and it is perpetuating structural violence that is characteristic of these systems of oppression that gave birth
to it
47 Internet is deepening the divide between 1st & 3rd world:
For the first-world: shiny data-centres and server-farms (cloud ;-)
For the 3rd world: children working in mines for precious metals, and sifting
, through OUR poisons discards and waste
i
i
48 https://gnu.org/philosophy/free-sw
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Responsibility
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50

Society -> Science -> Internet
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* Ursula Le Guwn
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Right place and the right rale in t nohony of lif 52 Solution: to take our proper place in the symphony of Life, and play our proper part
=g pace angther G a In iha symphory © B
some human societies have found the BALANCE, over the last 1.000.000 years.
* > ~ o only in the last 10.000 years some cultures have managed to forget those lessons, and to expand themselves
», 1104 i to planetary boundaries — at the expense of all the other human cultures, and many plants & animals too. but
- o 'k * " that pattern of behaviour is impossible to sustain, and will end - which is Nature’s way of implementing this
Y ¥ “law’.
o V vx? ~
o ‘z > 4 -c’
&+ A 'S o b
POXT: 1Y b . i
EGO NATURE
Mature cultures have found balance with Nature
53 * technological “singularity” in itself follows this fallacy of linear progress, and (exponential) growth, and expansion - that is the
Countdewn 8o Singulanity ﬁ characteristic of “adolescent stage” in the development of the person - and of culture & society.
| * exponential function is one of the fundamental laws of nature & ecology: exponential growth can not be sustained. all other
species are limited in their consumption of resources by this law; they have found ways to balance their own existence with the
existence of other fellow species in the same living systems, in the same environments.
‘ * some human societies/cultures have found those ways too, over the last 1.000.000 years. only in the last 10.000 years some
I cultures have managed to forget those lessons, and to expand themselves to planetary boundaries — at the expense of all the
- v other human cultures, and many plants & animals too. but that pattern of behaviour is impossible to sustain, and will end -
2 \\ v— which is Nature’s way of implementing this “law”.
= R _’_\~/" N
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Internet of Empathy 'S
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Instead of “the internet of things”, there will still be “an Internet of trees”

56

. http://www.onthecommons.org/magazine/elinor-ostroms-8-principles-managing-commmons

1. Define clear group boundaries.
C ommons - 2. Match rules governing use of common goods to local needs and conditions.
3. Ensure that those affected by the rules can participate in modifying the rules.
4. Make sure the rule-making rights of community members are respected by outside authorities.
5. Develop a system, carried out by community members, for monitoring members’ behavior.
6. Use graduated sanctions for rule violators.
7. Provide accessible, low-cost means for dispute resolution.
8. Build responsibility for governing the common resource in nested tiers from the lowest level up to the entire interconnected system.
. https://en.wikipedia.org/wiki/Silvia_Federici
"she posits that primitive accumulation is a fundamental characteristic of capitalism itself —that capitalism, in order to perpetuate itself, requires a constant infusion of expropriated
capital.
Federici connects this expropriation to women's unpaid labour, both connected to reproduction and otherwise, which she frames as a historical precondition to the rise of a capitalist
economy predicated upon wage labor. Related to this, she outlines the historical struggle for the commons and the struggle for communalism. Instead of seeing capitalism as a
liberatory defeat of feudalism, Federici interprets the ascent of capitalism as a reactionary move to subvert the rising tide of communalism and to retain the basic social contract.
In the 1970s, Federici participated in the Wages for housework movement in New York, initiated firstly by Selma James.
She situates the institutionalization of rape and prostitution, as well as the heretic and witch-hunt trials, burnings, and torture at the center of a methodical subjugation of women and
appropriation of their labor. This is tied into colonial expropriation and provides a framework for understanding the work of the International Monetary Fund, World Bank, and other
proxy institutions as engaging in a renewed cycle of primitive accumulation, by which everything held in common—from water, to seeds, to our genetic code—becomes privatized in
57 critique of the belief in the “linear progress™ :
~Y e.g. "On Progress and Historical Change” , by Ada Palmer: http://www.exurbe.com/?p=4041

*my general https:/lists.puscii i 17-01/msg00059.html

the colonialism and imperialism enabled the scientists and philosophers such as Francis Bacon (1620) to come up with the ideas such as “progress”, that lead to other “achievements” of medicine, natural sciences, engineering and finally led to industrialisation.
Therefore, | looked into the comparative history between the “Age of Enlightenment” and “Colonial history”:
https://en.wikipedia.org/wiki/Age_of_Enlightenment#Time_span

https://en.wikipedia.org/wiki/History_of_colonialism

Here is one possible combined picture:

https ! history-timel

htp: tial

“Unfortunately, the human tragedies of colonialism are unspeakably vast. Many thousands of Africans, Native i and other indi peoples the world were killed (by violence or disease), enslaved, and/or oppressed in
countless other ways (e.g. forced migration to barren land, ing of indi and traditions).”

critique from various perspectives:

- evolutionary outlook: there is no “linear progress"
http://en.wikipedia.org/wiki/Full_House:_The_Spread_of_Excellence._from_Plato_to_Darwin

- taking into consideration PRE-history, too: books by Daniel Quinn (Ishmael, Story of B, Beyond Civilization)
http://www.ishmael.org/Origins/Beyond_Civilization/
hitp://www.davidsheen.com/b/b1.htm (Daniel Quinn: pre-history of humans)



58 Instead of Artificial Intelligence, | believe in alternative definitions of

e 890 m.;...,i.q.'..."mz?oo - intelligence, the one that is NOT anthropocentric!
For me, mycelium is part of the “planetary Internet” of fungi , plants and
animals.
59 https://www.boundary2.org/2016/08/what-technology-do-we-really-need-a-

Tech We Really Need? X -
critique-of-the-2016-personal-democracy-forum/

60 To our friends (#127, #228)

To our friends X
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