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RIPE Atlas	 	 	 https://atlas.ripe.net

• RIPE Atlas: a network of active probes measuring the Internet 
infrastructure in real-time, since 2010

_
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• For accurate maps we need many measurement nodes 
• Small probes 
• Easily deployable
• USB powered
• 24 x 365 capable

• Hosted and sponsored by you
• ISPs, Internet Exchange Points, individuals...

Small hardware probes
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Technical details of “probes”

• Probe (v1 / generation 1):
–Lantronix XPortPro
–Very low power usage
–8MB RAM, 16MB flash
–Runs uClinux
–No FPU, no MMU, virtually no UI
–A reboot costs <15 (<5) seconds
–An SSH connection costs ~30 seconds
–We can remotely update the firmware

15



RIPE Atlas - Security aspects
• Probes have hardwired trust material

(registration server addresses / keys)

• The probes don’t have any open ports, they only initiate 
connections

–This works fine with NATs too

• Measurements are scheduled by centralized “command servers”
• via reverse ssh tunnels 

• Probes don’t listen to local traffic, there are no passive 
measurements running

–There’s no snooping around
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RIPE Atlas: Now (30-12-2012)

• 2300+ probes are up and running

• Data of built-in measurements available to everyone
_in forms of maps, tables, public probes data and API to download raw data  

• Customized measurements in 4 flavors available to hosts
_ping, traceroute, DNS, SSL:  https://atlas.ripe.net/udm  

• Easy to become a host of the Atlas probe: apply now
_https://atlas.ripe.net/apply 
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VISUALIZATIONS
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UDMs: Currently, 4 types
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RIPE Atlas: for LIRs

• One-click measurement 
"Test your IPv6" is 
available to members

_with beautiful interactive 
visualization of traceroute 
results: 

_ https://labs.ripe.net/Members/emileaben/
visualise-your-ipv6-connectivity-using-
ripe-atlas
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Introducing RIPE Atlas Anchors

–powerful probes and well-known targets 

–pilot started in September 2012 

–goal: ~50 deployed in 2013
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Case-studies of RIPE Atlas usage 
• Testing an occasional operational issue to verify DNS responses from a number of widely distributed 

measurement points:
_ https://labs.ripe.net/Members/pk/denic-case-study-using-ripe-atlas

•  A Case Study of IPv6 /48 Filtering, Emile Aben

• IPv6 reachability testing before and during World IPv6 Launch
_ https://labs.ripe.net/Members/becha/world-ipv6-launch-ripe-atlas-use-cases

• Correlating Routing Configuration Changes with Forwarding Changes
_ David Lebrun, University of Louvain, Belgium

• Discovering Path MTU Black Holes on the Internet Using RIPE Atlas
_ Maikel de Boer, Jeffrey Bosma

• labs.ripe.net/atlas
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RIPE Atlas Roadmap: 2013 Plans
• Migrating DNSmon functionality to Atlas and Atlas Anchors 

• Improving presentation layer by 
_ representing Atlas data in RIPEstat 

_possible to customize views, and embed widgets in your dashboard
_ mobile applications for viewing measurements results 

• Expanding Atlas with 4000 more probes (TP-link!)
_TechInc members Antony & Philip working on it :) 

• ... and many more features, based on user feedback!
_ anomaly detection - customized notifications 
_ HTTP/TCP measurements 
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RIPE Atlas community
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“slashdotted” by Russian blog in October 

•   We received 700 requests for probes 
from Russia end-October!

• 1300 new registered users! 
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• Get a probe: atlas.ripe.net/apply 

• Direct feedback:
_Mailing list for active users: <ripe-atlas@ripe.net>
_ Measurement, Analysis and Tools working group

_ http://www.ripe.net/ripe/wg/mat/, mat-wg@ripe.net
_ Questions (ticketised): atlas@ripe.net
_ #RIPEAtlas on Twitter (and/or @Ms_Measurements)

• https://atlas.ripe.net 

RIPE Atlas: Get in touch! 
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